For any firm, irrespective of industry, one of its most critical concerns
is its ability to ensure ongoing business operations or, in the advent of
a truly catastrophic occurrence, to continue business operations with
the minimum business disruption. It is for this very reason that most
firms have disaster recovery facilities, develop business continuity plans
and train staff in business continuity and emergency management
activities, all intended to ensure ongoing business resiliency. The
threats to business resiliency may be either internal or external –
internal threats include employee errors, technology hardware or
equipment failures, computer application failures or mis-functions,
internal accidents and internal malicious acts, while external threats
include natural disasters, accidents, service outages, malicious acts,
war, terrorism and activists – all of which are forms of operational risk.
Business resiliency is defined as the maturation and amalgamation of
the individual processes of crisis management, incident response,
business continuance and disaster recovery into one succinct set of
processes and capabilities that work collectively, instead of
independently. This combination allows organisations to have minimal
disruption in the event of a business-impacting incident that affects the
entire organisation, instead of focusing on incidents that involve
specific information infrastructure areas. When evaluating these
capabilities, it is important to understand that they are only as effective
as the proactive planning and considerations that go into their
development. Too often, planning accounts for only the most obvious
considerations and does not incorporate crucial and essential
considerations that have a greater effect on the business.
The RiskBusiness Business Resiliency Service is a component of the
RiskBusiness RiskIntelliSet™ focussed on assisting firms ensure
ongoing business resiliency, either as a stand-alone function or as part
of an integrated operational risk management framework and
approach. The Business Resiliency Service has two discrete aspects:
business resiliency preparation, which includes assessing continuity
exposures, developing plans, testing plans and training staff, and crisis
management, which supports the actual management of a business
continuity event from discovery through to resolution, management
review and the implementation of any required remedial activity.
The core component of any business continuity threat is to understand
the various processes performed by different parts of the business, the
inter-relationships between processes and the inter-dependencies
between business entities, as well as any dependencies on external
service providers. Working within a specific process or within an overall
end-to-end process, those processes which are deemed to be business
continuity critical can be identified and flagged, with the opportunity to
execute a business impact analysis on each process. As part of this
assessment process, the minimum operating requirements should be
identified, along with maximum permissible disruption or down times
and all business assets required to facilitate ongoing operations.
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Business assets in this sense includes systems, staff, documents and
forms, furniture and equipment, etc., anything needed to keep
operating, both at optimum and minimum or skeleton levels.
In addition to conducting business impact analysis, once a process has
been identified as being business continuity critical, various scenarios
can be run and the impact on such processes assessed, with both
corrective or remedial action plans initiated and an overall business
resiliency rating established, which can be aggregated to an overall
rating for each business entity and ultimately, for the firm overall.
Specific business continuity plans can be developed and documented,
with the documents contained within the Business Resiliency Service.
Disaster recovery facilities can be established and applied as a mitigant
to the identified risks, with the ability to assess the deemed and actual
effectiveness of such facilities.
Facility is also available for periodic reviews and for management
attestation as to currentness of business continuity plans and the
degree of training and testing undertaken. Risks identified during
business impact analysis can also be included into the RiskBusiness
RCSA Service, while business continuity risks identified during
operational risk assessments can be included into the Business
Resiliency Service as well. The business continuity critical process and
their collective business assets can also be viewed in flow chart form,
each process and asset “coloured” according to its business resiliency
risk rating.
Facility is available to develop and maintain “call trees” or staff contact
lists, available in various formats under access control restrictions. In
the event of an actual crisis, facility is available to document the crisis,
then to establish and maintain a detailed diary of exactly what was
done, decisions taken, actions implemented and to reference specific
aspects of business continuity plans, disaster recovery facilities,
business assets and staff engaged in or involved in the crisis.
Once the crisis is over, detailed root cause analysis can be applied to
the incident, with the ability to document management responses,
lessons learned and to establish and management corrective action
plans, culminating in a completed crisis incident. Where the incident is
deemed to have had a financial impact on the firm, if the firm is using
the RiskBusiness Internal Loss Data Service, the incident can be
converted to an operational loss event and managed accordingly.
The Business Resiliency Service provides a standard suite of reports,
with the ability to generate reminders on actions or reviews due and
for relevant risk, performance and/or control related indicators or
metrics to be monitored and reported on.
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For more information on the Business Resiliency Service, please
contact RiskBusiness Services Limited through our website or email us
at info@RiskBusiness.com

